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INTRODUCTION

The unprecedented possibilities that the information society
provides for individuals to exercise their rights to freedom of ex-
pression and information have already been well documented.:
Those connected to digital networks cannot only reach a poten-
tially worldwide audience at low cost, but also can gain easy access
to a colossal amount of information, all in real time. However, it is
often the downside of this new reality—in other words, the impact
of new technologies on the dissemination of unlawful content—that
has monopolized the attention of policy decision-makers in recent
years. ,

As to racism, the increase in hate speech over the Internet and
the proliferation of related websites has never backed down. The
Internet provides a worldwide platform for the authors of racist
and xenophobic propaganda and those disseminating messages
with the aim of inciting violence. In 2002, the Council of Europe
recorded 4,000 xenophobic websites around the world, compared
to 160 in 1995, Over half of these were hosted in the United States,
where the Constitution protects xenophobic speech in the name of
freedom of expression.? The Simon Wiesenthal Center, which for
ten years has been systematically monitoring anti-Semitism, also

* Professor, Law Faculty of the Université Libre de Bruzelles. For the content of this
Essay, I am greatly indebted to Professor Benoit Frydman and the research we carried out
in the Programme in Comparative Media Law and Policy, Oxford University, 2001-2002,
with the support of the Wiener-Anspach Foundation.

1 See, e.g., Council of Europe Secretariat, Contribution by the Council of Europe to
the 2d Preparatory Committee for the World Summit on the information Society (Geneva,
17-28 February 2003): Democracy, Human Rights and the Rule of Law in the Information
Sociefy, Dec. 7, 2002, Note IP1 (2002) 27, available at hitp:/forww.coe.int/t/efintegrated_
projects/democracy/()Z__activities!04_w.s,i.SIQOIPI(2002)27.asp#TopOfPage.

2 Ignasi Guardans, Report in the General Assembly of the Council of Europe on the
Draft Additional Protocol to the Convention on Cybercrime Concerning the Criminalisation
of Acts of a Racist and Xenophobic Nature Committed through Computer Systems, Doc.
No. 9538 (Sept. 5, 2002), available at http://assembly.coe.inthain.asp?link:http:llassembiy
<oe.intDocuments/WorkingDocs/doc02/EDOCO538.him,
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denounced over 5,000 problematic websites in carly 2005, a twenty-
five percent spike in hate sites compared to 2004 In 2003, the
French Consultative Commission on Human Rights found that
“there is a hard core of 4,000 to 5,000 racist websites, mostly anti-
Semitic and anti-Arab in nature, the majority of which are English-
language sites, generally hosted in the United States,” and two
hundred French-language websites were recorded.* Moreover,

websites are far from being the only medium of xenophobic
expression,®

APPLICATION OF NATIONAL ANTI-RACIST Laws
TO THE INTERNET

In the late 1990s, States started to apply their own anti-racist
legislation to the Internet, based upon the principie that “what is
illegal off-line is illegal online.” There is, however, a large gap be-
tween the national scope of States’ sovereignty and the universality
of cyberspace, where national borders have been, until now, of lit-
tle relevance. The Yahoo! case is a major example in this respect:
in 2000, a French judge ordered Yahoo! Inc. to take all appropriate
measures in order to prevent people located in French territory
from accessing its auction sales of Nazi paraphernalia and, more
broadly, from accessing any pro-Nazi site hosted on its servers (pri-
marily Geocities). The order was made under the threat of a daily

3 Press Release, Simon Wiesenthal Center, Simon Wiesenthal Center’s Digital Hate
and Terrorism 2005 Report Reveals 25% Spike in Hate Sites (Mar. 25, 2005), available ar
hitp:l/www.wiesenthal.comjsite/apps/s/content.asp‘?c:waYKnNSLzH&b:QSS162&(:1:3876
867 (reporting on problematic websites),

4 Commission Consultative des Droits de 'Homme, La Lutte contre le Racisme et Ia
Xénophobie: Rapport d’Activitss 2003 [Fight against Racism and Xenophobia: Activity Re-
port 2003} 135 (2004), available at h!tp:f/www.Eadocumcntationfrancaise.fr/brplnotices/€)4
4000129 shtml,

5 See the survey carried out over two years by the French association MRAP (Mouve-
ment contre le Racisme et pour I' Amitié entre les Peuples [Movement against Racism and
for Friendship Between Peoples]), resulting in the publication of a report on July 16, 2003:
La Naissance d'une Nouvelle Extréme Droite sur Internet [The Birth of @ New Extreme
Right on the Internet]. See Renaud Sagot, Etude du Mrap sur les Nouvelles Expressions de
I'Arabophobie sur Internet [MRAP Study on New Expressions Arabophobia Interner], AL
TERTEES, July 18, 2003, availgble ar http://www.alterites.com/cache/center_actua}ite/id_
335.php.

6 Tribunal de grande instance [T.G.1] {ordinary court of original jurisdiction] Paris
(emergency proceedings), Nov. 20, 2000 (Fr.), available at betp:/fjuriscom.net/documents/
tgiparis20001120.pdf. See also Tribunal de grande instanee [T.G.1] Paris {emergency pro-
ceedings), May 22, 2000 (Fr.), available at E}ltp::’/juriscom.net/jpt/visu.php?ID:BOO; Tribunal
de Grande Instance [T.G.L] Paris (emergency proceedings), Aug. 11, 2000 (Fr.), available
at http:llwww.droit~technologie.org!upload/jurisprudence/c!oc/fl{)-1.pdf.
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penalty of 16,000 Euro. In November 2001, at the request of Ya-
hoo! Inc., a U.S. Federal District Court declared that the First
Amendment precluded enforcement of the French ruling within
the United States.” The Court of Appeals for the Ninth Circuit
reversed the decision, on the grounds that Yahoo! Inc, must wait to
vindicate its rights.® Four years ago, the Ninth Circuit Court of Ap-
peals reheard the case en banc.® Yahoo! Inc.’s claim still sought to
prevent French NGOs from collecting the fine in the United States,
estimated at about $15 million by March 2005, The broader ques-
tion was whether U.S.-based ISPs could be held liable for damages
in foreign courts for speech disseminated from their servers. In a
much disputed ruling, the Court held the case was not ripe.'® In
the meantime, Yahoo! Inc.’s Chief Executive Officer Tim Koogle
was sued in a French Criminal Court for “apologetics of crimes
against humanity” and for “exhibition of insignia linked to some-
body guilty of crime against humanity.” The Court held Koogle
was not personally liable for the content of the auction site hosted
on Yahoo! Inc. servers.!!

INTERNATIONAL STANDARDS DrALING WITH RAcCIsM
AND XENOPHOBIA

When considering the Yahoo! case, it is quite clear that the
coexistence of conflicting forums leads to legal chaos and a juris-
dictional dead-end. A logical way to escape this situation would be
to agree on international standards regarding racist and xenopho-
bic speech. In fact, international law provides such standards. A
provision of the 1966 International Covenant on Civil and Political
Rights states that “any advocacy of national, racial or religious ha-
tred that constitutes incitement to discrimination, hostility or vio-

7 Yahoo!, Inc. v. La Ligue Contre le Racisme et I’ Antisémitisme, 169 F. Supp. 2d 1181
(N.D. Cal, 2001).
8 Yahoo! Inc. v. La Ligue Conire le Racisme et ' Antisémitisme, 379 F.3d 1120 (Sth

Cir. 2004).
9 Yahoo! Inc. v. La Ligue Contre le Racisme et I’ Antisémitisme, 399 F.3d 1010 (9th
Cir. 2005).

10 Yahoo! Inc. v. La Ligue Contre le Racisme et I'Antisémitisme, 433 F.3d 1199 (9th
Cir, 2006).

11 Tribunal Correctionnel of Paris, Feb, 12, 2003 (Fr.), confirmed by the Cour d’appel
[Court of Appeals] (CA) Paris, Apr. 6, 2005 (Fr.). See Arianne Beky, Objets Nuozis: La
Relaxe de Yahoo! et de Tim Koogle est Confirmée [Nazis Paraphernalia: The Discharge of
Yahoo! and Tim Koogle is Confirmed), NeTECO, Apr. 7, 2005, available at hitp:/hwew.
neteco.com/S0925-objets-nazis-la-retaxe-de-yahoo-et-de-tim-koogle-gst-confirmee.html

(last visited June 9, 2009).
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lence shall be prohibited by law.”'2 This obligation has been
specified in the U.N. Convention on the Elimination of all Forms
of Racial Discrimination, which has been in force since 1969, This
Convention provides that States Parties “shall declare an offence
punishable by law all dissemination of ideas based on racial superi-
ority or hatred, incitement to racial discrimination.”*® In 2001, the
World Conference against Racism held in Durban made perfectly
clear that this prohibition should apply to the Internet. However,
these international provisions do not bind the United States, which
has consistently made constitutional reservations regarding the ob-
ligation to outlaw racist speech,

How DoEs THE CouNciL oF BUROPE TACKLE THE Issur?

Within the Council of Europe, freedom of expression is re-
garded as a fundamental human right, According to the European
Court of Human Rights,

[f]reedom of expression constitutes one of the essential founda-
tions of [any democratic] society, one of the basic conditions for
its progress and for [each individual’s self-fulfilment] . . . . it is
applicable not only to ‘information’ or ‘ideas’ that are
favourably received or regarded as inoffensive or as a matter of
indifference, but also to those that offend, shock or disturb.'4

However, freedom of speecch is not absolute. No protection is
given to speech that aims to spread, promote, incite, or justify ha-
tred based on intolerance, including religious intolerance.’® As to
the case law of the European Court of Human Rights, there is no
doubt that concrete expressions constituting hate speech, which
may be insulting to particular individuals or groups, fall outside the
scope of freedom of expression. In this line, there is an obligation
to avoid, as much as possible, expressions that are gratuitously of-
fensive to others; are an infringement of their rights; and which,

12 International Covenant on Civil and Political Rights, G.A. Res. 2200A {XXT] art. 20-
2, LLN. Doc. A/6316 (Dec. 16, 1966).

13 International Convention on the Elimination of all Forms of Racial Discrimination,
G.A. Res. 2106 [XX] art. 4a, UN. Doc. A/6014 (Dec. 21, 1965).

14 Handyside v. United Kingdom, 24 Eur. Ct, H.R. (ser. A) § 49 (1976).

15 European Convention on Human Rights art. 17, Council of Europe, Nov. 4, 1950,
C.E.T.S. No. 005.
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therefore, do not contribute to any form of public debate capable
of furthering progress in human affairs.1®

In 1997, the Council of Europe Recommendation on Hate
Speech called upon member States “to take appropriate steps to
combat hate speech by ensuring that such steps form part of a com-
prehensive approach to the phenomenon which also targets its so-
cial, economic, political, cultural, and other root causes.”” The
Council of Europe tried to deal more specifically with the increase
in hate speech over the Internet in the Convention on Cybercrime,
adopted in November 2001 and signed by thirty-eight European
countries, including Canada, Japan, South Africa, and the United
States. Beside computer-related crimes, the Cybercrime Conven-
tion includes some content-related offenses, namely child pornog-
raphy and copyright infringements. Earlier drafts included hate
speech, but it was left out of the Convention in the end since no
consensus could be reached. The U.S. delegation, for instance,
made clear that such a provision would contravene its constitu-
tional protection of free speech and therefore prevent the Ameri-
cans from signing the Treaty. As a compromise, members decided
to make these controversial provisions subject to a separate Proto-
col.'® In the meantime, the Parliamentary Assembly adopted a
Recommendation that racism is considered “not as an opinion but
as a crime,”?”

‘The Additional Protocol to the Convention on Cybercrime
concerns the criminalization of acts of a racist and xenophobic na-
ture committed through computer systems. The Additional Proto-
col’s purpose is generally twofold: (1) harmonizing substantive
criminal law in the fight against racism and xenophobia on the In-
ternet and (2) improving international cooperation in this area.2®

16 See cases developed in FREDERIC SUDRE, DROIT EUROPEEN ET INTERNATIONAL
bEs Drorrs pe L’'Homme [European and International Human Rights Law] (7th ed. 2005)
§ 148, 246-47,

17 Eur, Comm. of Ministers, Recommendation No. R(97)20 (1997), Oct. 30, 1997, avail-
able at https:/iwed.coe.int/com.instranet.InstraServiet?command=cominstranet. CmdBlob
Get&InstranctImage=5681688&SecMode=1& Docld=582600& Usage=2.

18 Eur: Parl. Ass'n, Add'l Protocol to the Convention on Cybercrime, concerning the
Criminalisation of Acts of a Racist and Xenophobic Nature Committed Through Com-
puter Systems, E.T.8. No. 189, Jan, 28, 2003, availeble at http://conventions.coe.int/treaty/
enfTreaties/Htm1/189.htm [herinafter Additional Protocol].

12 Eur, Parl. Ass‘n, Recommendation No. 1543 (2001) (Nov. 8, 2001), available at http/
assembly.coe.int/Main.asp?link=/Documents/Adopted Text/taDl/EREC1543.htm,

20 See Additional Protocol, supra note 18,
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‘The definition of “racist and xenophobic material” has a broad

range. It refers to
any written material, any image or any other representation of
ideas or theories, which advocates, promotes or incites hatred,
discrimination or violence, against any individual or group of in-
dividuals, based on race, colour, descent or national or ethnic
origin, as well as religion if used as a pretext for any of these
factors.?!

Measures to be taken at the national level consist of adopting
legislation criminalizing dissemination of racist and xenophobic
material through computer systems,*” such as threats and insults
motivated by racism and xenophobia that are made through com-
puter systems® and expressions that deny, grossly minimize, ap-
prove, or justify acts constituting genocide or crimes against
humanity.?* The Additional Protoco] came into force on March 1,
2006. On March 31, 20006, thirty countries signed the Additional
Protocol. Beside its political significance, the question today is
whether such a legal instrument will help reduce the increases in
racism and xenophobia on the Internet. As a matter of fact, the
Additional Protocol failed to reach a substantial international
agreement on racist speech standards, and such an agreement is
unlikely to be reached in the foreseeable future. This means that
some countries remain safe havens for hosting hate material,

TOWARDS A Co-REGULATORY MODEL

The European Directive on E-commerce, which came into
force in January 2002,25 provides a partial answer to the problem.
'The Directive limits the liability of ISPs for the content they host
or to which they give access. However, untike the 1996 U.S. Com-
munication Decency Act,?® the European regime does not grant
complete immunity to ISPs. While the access provider is more or
less safe if it plays only a passive role in dissemination of such con-
tent, the story is different for the hosting provider, The hosting

21 Jd. art. 2(1),
22 Id, art. 3.
2 Id arts. 4-5.
24 Id. art, 6.

23 Council Directive 2000/31, arts. 1215, 2000 O.J. (L 178) (EC), available ar ttp:ifeur-
lex.europa.eu/LeeriServ/LeeriServ.do?uri:OJ:L:QOGO:l78:(}(}01:0016:EN:PDF.

26 Communication Decency Act, 47 U1.S.C. § 230(c)(1) (2008) (“No provider or user of
an interactive computer service shall be treated as the publisher or speaker of any informa-
tion provided by another information content provider.”).

L
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provider could be held liable if, after obtaining actual knowledge
that it is hosting illegal data, the provider does not act expedi-
tiously to remove the data or to make it unavailable. The “actual
knowledge” requirement can be satisfied with a notice provided
either by a public authority, such as the police or the prosecutor’s
office, or by a private party, such a watchdog, an NGO fighting
racism, or ordinary citizens. In other words, the European Direc-
tive sets up a notice and take down procedure that could help to
reach American hosting providers with business interests in Eu-
rope, despite the First Amendment shield. This new tool does not
work as a stick (like fines or court orders) but rather as a carrot.
The idea is to grant the hosting provider Immunity when it decides
to comply with a warning that it is hosting illegal content,

‘This system creates an economic incentive that ISPs, even U.S.

'ISPs as business operators, would be €ager to secure whenever
they have assets in Europe. These ISPs would be anxious to ensure
their immunity and are therefore likely to act promptly after being
notified of an infringement, Moreover, American ISPs that act in
such a way will be fully backed by U.S. law, namely a clause of the
Communication Decency Act called “the Good Samaritan provi-
sion,” which states:

[njo provider . . . of an interactive computer service shall be held

liable on account of any action voluntarily taken in good faith to

restrict access to or availability of material that the provider . ..
considers to be obscene, lewd, lascivious, filthy, excessively vio-

lent, harassing, or otherwise objectionable, whether or not such

material is constitutionally protected.?’

‘The combination of the European Directive and the Good Samari-
tan provision make it possible for Europe to reach American In-
ternet companies with business interests in Europe, despite the
U.S. Constitution.

Such a tool has alrcady been used. For instance, Germany
took action against eBay, the large shopping website. Tn both May
2001 and Januvary 2002, the German Agency for the Protection of
the Constitution warned the California company about the sale of
Nazi songs, books, clothing, and other paraphernalia on its “mar-
ketplace.”®® In each instance, eBay reacted to the notice and dis-
abled access to the controversial items without delay. Tn addition,

27 Communication Decency Act, 47 US.C. § 230(c)(2)(A) (2008) (emphasis added).
28 Germany Presses eBay to Combat Neo-Nazgi Trading, ANANOVA, Jan, 16, 2002, avail-
able at http://www.ananova.com/news.’story/sm_496463.h!ml {on file with author).
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the company formally declared that it “will no longer host the sale
of memorabilia from the Nazi period or anything related to fanati-
cal groups.”?

More recently, a French judge ordered three U.S. companies
to cut access to a revisionist site called “AAARGH,” which stands
for Association des Anciens Amateurs de Récits de Guerre et
d’Holocauste, and to provide details to identify the site’s authors.*
Such an order was made under the threat of a daily fine amounting
to around 5,000 Buros. Before the ruling, French human rights
groups had already managed to convince two of the three Ameri-
can hosting providers to cut access to the illegal material. Facing
the non-compliance of the third hosting provider, the French judge
ordered approximately ten major French hosting providers to cut
access to the revisionist website from France.3!

FiNAL REMARKS

It was not long ago that the voice of those claiming the In-
ternet should remain a sphere of complete and absolute freedom,
unrestrained from any regulation whatsoever, was loud. Today,

29 See Andrew Rosenbaum, Nazi Items Gone From Ebay Under German Fressure,
NewsBYTES, Jan. 17, 2002 (on file with author). When trying to buy a Nazi propaganda
book or a World War II German army uniform, the user has been given the following
notice:

Dear User: Unfortunately, access to this particular category of item has been
blocked due fo legal restrictions in your home country. Based on our discus-
sions with concerned government agencies and ebay community members, we
have taken these steps to reduce the chance of inappropriate items being dis-
played. Regrettably, in some cases this policy may prevent users from acces-
sing items that do not violate the law. At this time, we are working on less
restrictive alternatives, Please accept our apologies for any inconvenience this
may cause you, and we hope you may find other items of interest on ebay.
See Rootsecure.net, Reports: Ebay Censoring “inappropriate content,” available at httpi/f
www.rootsecure.net/content/temp/ebay_censoring.jpg (last visited May 22, 2009).

30 See Tribunal de Grande Instance [T.G.1]} Paris (emergency proceedings), Jun. 13,
2005 (Fr.), available at http://www.forumintemet.orglspecialistes/veiHe—juridique/juris
prudence/tribunal-de-grande-instance-de-paris~ordonnance-de-refere-lB-juin-ZOOS.html?
decoupe_recherche=aaargh {referencing the original order). See Ariane Beky, Des
Hébergeurs Sont Appelés 8 Bloquer PAAARGH [The Hosts are Expected to Block the
AAARGH], NeTEconoMig, Apr, 21, 2005 {on file with author); Estelle Dumout, Affaire
AAARGH: Les Hébergeurs Américains Sominés de Bloguer le site [AAARGH Case: The
American Hosts are Expecied to Block the Site}, ZDNET.ER, Apr. 22, 2005, available at
http://wmv.zdnet.fr/actuaiiteslinternet/0,39020774,392194I0,00.htm.

31 Tribunal de Grande Instance [T.G.L] Paris (emergency proceedings), June 13, 2005
([r.), available at http://wmv.foruminternet.org/specia}istes/veille-juridique/jurisprudemce/
tribunaLde-grande-immnce-de—paris-ordonnance-de-refere-l3-}uin«2005.iltml?decoupem
recherche=2005.
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such a path belongs to history, as States adhere to the idea that
“what is illegal offline is illegal online” and claim jurisdiction on
cyberspace issues. However, regulating content on the Internet is a
real puzzle for national States.?*> The gap is wide between the na-
tional scope of States’ sovereignty and the universality of cyber-
space. With respect to racism and xenophobia, one of the specific
challenges arises from national differences in free speech
protection,

The E-commerce Directive provides a limited answer and is
far from being a panacea. As a matter of fact, the E-commerce
Directive system of conditional exemption of liability constitutes a
considerable economic incentive for private censorship. In prac-
tice, it is in the interest of a hosting provider who has been notified
of the presence of illegal content to remove this content from ifs
server, whether the content is ultimately illegal or not. By adher-
ing to the directive, the hosting provider is able to benefit from
provisions exempting the provider from extra-contractual liability.
At a contractual level, hosting providers will usuaily have taken
care, in the general conditions relating to their services, to protect
themselves against any action for damages on the part of the cus-
tomers from whom such unlawful content originates.** Some stud-
ies suggest that the absence of a procedure for notification and
take down in the European Directive’s mechanism on E-commerce
results in private censorship,3*

Such a chilling effect on freedom of speech is alarming and
goes against European standards. Fighting illegal content over the

32 For an overview of this issue, see Isabelle Rorive, Strategies to Tackle Racism and
Xenophobia on the Iternet—Where Are We in Europe?, 7 InT'L J. Comm. L. & Pov'y 8
(2003), available at http://www.ijcfp.org/?_ZUOB/pdﬁ’rorive-ijc]p-artikel.pdf; Isabele Rorive,
Réguler Ulnterner? [Regulating the Internet?], Address at the Conference on the Council of
Europe's Convention on Information and Legal Co-operation Concerning “Information
Society Services,” May 21, 2003, available ar http:/f’\wrw.coe.inth‘[E/Lega]_Affairs/Legai_
co-aperationﬂnformation_Society_Services/Rigu]er%201%27Intemet%20-%20COE%20-
%2021 %20%20Mai%202003%20_version %20icrite_.pdr,

33 See Benoit Frydman and Isabelle Rorive, Regulating Internet Content through In-
termediaries in Europe and the USA, 23 (1) ZErTSCHRIFT FOR RECHTSSOZIOLOGIE [Jouxr-
NAL OF THE Max PLANCK INSTITUTE IN Corocne] 41, 41-59 (2002), available at http://
www.droit-technologie.orgfz_l.asp?dossier_id:99.

¥4 See, e.g., Christian Ahlert, Chris Marsden, & Chester Yung, How ‘Liberty’ Disap-
peared from Cyberspace: The Mystery Shopper Tests Internet Content Self-Regulation, Cen-
tre for Socio-Legal Studies, Oxford University (2003), available at httpifpemlp.soc
leg.ox.ac.uk/text/liberty.pdf {last visited Mar, 31, 2006); Sjoera Nas, The Multgtuli Profect
ISP Notice & Take Down, Brrs oF FREEDOM, Oct. 27, 2004, available ar http:/fwww.bof.nlf
docs/researchpaperSANE.pdf.
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Internet should not undermine the integrity of free speech. As the
Council of Europe put it in a Declaration made in May 2005

[fjreedom of expression, information and communication should
be respected in a digital as well as in a non-digital environment,
and should not be subject to restrictions other than those pro-
vided for in Article 10 of the ECHR, simply because commuii-
cation is carried in digital form. . . . Member states should
maintain and enhance legal and practical measures to prevent
state and private censorship.”’
The bare facts of the extent and the growing nature of racism and
xenophobia on the Internet does not mean policy makers should
stand idly by. However, a comprehensive strategy to regulate the
Internet must aiso satisfy our fundamental freedoms.

Brussels, March 31, 2006

35 Bur. Comm., Declaration of the Commitlee of Ministers ot Human Rights and th
Rule of Law in the Information Society, CM (2005) 56 final {May 13, 2005). The Court
Strasbourg has recently given a horizontal application to Article 10 of the European Co
vention on Human Rights, i.e., the application of this provision between private individua
and not only between the State and individual citizens. See VgT Verein Gegt
Tierfabriken v. Switzerland, Bur, Ct. HR. 24699/94 (June 28, 2001); Appleby & Othe
United Kingdom, Eur. Ct. ELR. 44306/98 (May 6, 2003). See also Tribunal de Gran
Instance [T.G.L] Paris (emergency. proceedings), July 19, 2004, aff'd Cour drappel (C!
Paris, Nov. 8, 2006 (Fr.), available af http:llwww.Eoruminternet.orgf{elechargem
documentslca-parZO%lIOS.pdf (discussing the denial of the Armenian genocide on
website of the Turkish consulate in France).




